[Tpunoxenue 1

Cnenudpurkanus
000py10BaHNsI MEKCETEBOT0 IKPAHUPOBAHMS

1. OOopynoBaHHE MEKCETEBOTO SKPAHUPOBAHMUS:

1.1 JlomxHa ObITb BBIINOJHEHAa TMOCTaBKAa 2-X  alapaTHBIX
CIIELUAJIM3UPOBAHHBIX YCTPOICTB;

1.2 HomkHO  oOecreunBaThCsi  TOCTPOCHUE  OTKA30yCTOMYMBBIX
KJ1acTepoB (2 kiactepa active/passive 1mo 2 yCTpoicTBa B KaKIOM);

1.3 VcrpoiicTBa 10KHBI OBITH B HCTIOTHEHNH rack mount 197

1.4 Wntepdeiics:

1.4.1 He menee 10-u moptoB Gigabit Ethernet RJ45 (momyckaercs
ucrnoas3oBanue SFP Moayneit) st MOAKIFOYEHUs 3allAIIAEMbIX YCTPOUCTB
(cerein);

1.4.2 Beinenennsiit unTepdeiic ynpasiaeHus (management).

1.5 IIpon3BOANTENBHOCTB:

1.5.1 TIpomycknas ciocoonocts Firewall e menee 1,4 '6/c.;

1.5.2 Tlpomycknas ciocoonocts IPS ne menee 1 ['6/c.;

1.5.3 Ilponycknas cmnocoOHocTs Threat Prevention (Firewall, IPS,
Antivirus) (s cMenranHoro Tpaduka) He meHee 700 M6/c.;

1.5.4 MaxkcumanbHOE KOJUYECTBO HOBBIX MOJKIIOYEHUN B CEKYHIY —
He menee 35 000;

1.5.5 MaxkcumMarnbHOE KOJWYECTBO KOHKYPEHTHBIX CECCHUIl HE MEHEE
700 000;

1.6 [Tonnepxka He MeHee 10-TH BUPTYaJIbHBIX YCTPOUCTB (KOHTEKCTOB,
JIOMEHOB) B OJTHOM (pHU3HUYECCKOM;

1.7 ITopnepxka pexxuma padbotsl Router (NAT);

1.8 [Tognepkka mpoTokoyoB AuHamudeckor mapripytuzauuu (OSPF,
BGP);

1.9 BetpoenHnast cucteMa oOHapy>KeHUs U PEJOTBPAILCHHS] BTOPKEHUN
(IPS\IDS);

1.10 BcTpoeHHasi cucteMa 3alllUuThl OT HM3BECTHBIX OOT-ceTeit (anti-
botnet);

1.11 BcTpoeHHas cucteMa aHTUBUPYCHOT'O CKAHUPOBaHUS Tpaduka,

1.12 BcerpoeHHass cuctema 3alluThl  OT  yrpo3  0O€30MacHOCTH
uH(popMaIuy, HarpaBJICHHBIX Ha 0TKa3 B 00ciyxuBanuu (anti-DoS/DDoS);

1.13 Tloanepkka oTrnpaBku JIoroB Ha Syslog cepsep;

1.14 B03MOXHOCTh MHTETPAIMA C YCTPOMCTBOM LIEHTPATU30BAHHOTO
yOpaBJICHUS  YCTPOMCTBAMHU: €JMHAs KOHCOJIb  YIPABJIICHUS  BCEMU



2

MEKCETEBbIMU AKpaHaMHu, KOMMYTaTOpaMH, OecTpOBOHOM
UHPPACTPYKTYypOi U KOHEYHBIMU TOYKamu. JlomojHUTeNbHAs UH(pOpMAIIUS
IIPEIOCTABIIACTCS TOCIE 3aKITFOUYEHUS COTIIANIEHUS O KOH(DHUICHIIMAIBHOCTH;

1.15 B coctraB MOANMUCKU JOJKHA BXOJIUTh (PYHKIMS KOHBEpTALUU
KOH(UrypaioHHoro (aitna co craporo oOopynoBaHus. [onmosHUTEILHAS
uHdopMaIMsg MPENOCTABISCTCA TOCHe 3aKJIIOUYECHHsS]  COTJIAIICHUsS O
KOH(PUJIECHIIHMAITHHOCTH;

1.16 Cpok nelcTBUS TOANUCKM (JUIEH3WHU) HA YKA3aHHBIM BbIIIE
GbyHKIIMOHAT — HE MeHee | ToJ1a co JTHS aKTUBAIlUU MOJIUCKY;

1.17 Texnuueckas nmojaepKka mpou3BoauTeeM (support contract) — He
MeHee | roga co JIHsSI aKTUBAIIUM MOJIMKUCKH;

1.18 Ocmotp, AuarHocTuka HEMOJIAJOK/HEUCIPABHOCTA WU PEMOHT
(B cllyyae HEBO3MOXKHOCTH WJIM JKOHOMHMYECKOW Helenecoo0pa3HoCTH
PEMOHTAa 3aMEHa  Ha aHaJOTU4YHOE) OOOpyJOBaHUSA, MPOU3BOJAUMBIE
[IponsBoauTeneM 3a CBOM CUET IPU HACTYIUICHUM FAPAaHTUHMHOIO CIydas,
JIOJDKHA OCYIIECTBIIATHCS B TEUCHHHM HE MEHEE 4YeM 5 JIeT CO JHS MOCTaBKHU
000py10BaHHUS;

1.19 IlocraBnsieMoe 000py/I0BaHUE JOJDKHO UMETh pa3pelieHus u/uiu
ceptudukarsl coOOTBETCTBUA ONepaTUBHO-aHAIUTHUYECKOTO IIEHTpa MpH
[Ipesunentre PecnyOnuku benapych, HEOOXOAuMMBbIE ISl NPUMEHEHUS B
nH(OPMAIMOHHBIX CHUCTEMaX, OTHECEHHBIX K Kiaccam 3-ur., 3-fou., 3 mc.

Cneunduxanus
000pYy10BaAHHSI MEKCETEBOI0 IKPAHUPOBAHUSA

1. ObGopyaoBaHuE MEXKCETEBOIO SKPAHUPOBAHMUSL:

1.1 JlokHa OBITh BBIMOJIHEHA TIIOCTaBKa 4-X  alapaTHBIX
CIIeIMAIM3UPOBAHHBIX YCTPOICTB;

1.2 JlomxkHO oOecneunBaTbCAd IMOCTPOCHUE  OTKA30yCTOMYMBBIX
KJ1acTepoB (2 KiracTepa active/passive 1Mo 2 yCTpOHCTBa B KaXKIOM);

1.3 VYcrpoiicTBa 10omkHBI ObITH B icionHennu rack mount 2 RU (197);

1.4. UnTepdericsr:

1.4.1.He menee 4-x 10G Ethernet SFP+ ¢ ycTaHOBIEHHBIMH MOAYJISIMU
SFP+ 10G SR;

1.4.2.He menee 18-u moptoB Gigabit Ethernet RJ45 (momyckaetcs
ucnons3oBanue SFP Mosyneit) /st MOAKIIOYEHUs 3allUIIAaeMbIX YCTPOUCTB
(cereit);

1.4.3.He menee 4-x 25 GE SFP28 / 10 GE SFP+ / GE SFP Slots;

1.4.4. Beinenennslii nHTEpGEIC yrpapneHus (management).
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1.5. Tlonnepkka arperupoBaHus kaHajaoB ¢ nojaaepxkoit LACP, B Tom
YUCJIe€ BO3MOKHOCTh CO3/IaHUS 2-X arperupoBaHHbIX KaHaioB 1o 2 10G
Ethernet;

1.6. IIpou3BOAUTEIBHOCTS:

1.6.1. IIpomycknas ciocoOHocth Firewall ne menee 40 I'6/c;

1.6.2. IlpomyckHas criocoonocts IPS ne menee 12,5 I'6/c;

1.6.3. TlpomyckHast cnocobHocth Threat Prevention (Firewall, IPS,
Antivirus) (ns cMenianHoro tpaduka) He meree 7 ['6/c;

1.6.4. MakcumanpHOE KOJMYECTBO HOBBIX MOAKIIOYEHUN B CEKYHIY —
He menee 450 000;

1.6.5. MakcumanbHOE KOJUYECTBO KOHKYPEHTHBIX CECCHUU HE MEHee
8 000 000;

1.7. Tlognepxxka He wmeHee 10-Tu BUPTyaJdbHBIX YCTPOWCTB
(KOHTEKCTOB, JOMEHOB) B OJTHOM (PU3UUECKOM;

1.8. Tlommepxkka pexxuma padotsl Router (NAT);

1.9. Tlonnepkka mpOTOKOIOB AuHaMuueckoit Mapuipytusanuu (OSPF,
BGP);

1.10. Becrpoennass cucrtemMa OOHapyXeHUsST U NIPEeIOTBpaLICHUs
Bropxkeruit (IPS\IDS);

1.11. BerpoeHnasi cucrtema 3aliuThl OT HM3BECTHBIX OOT-ceTel (anti-
botnet);

1.12. BcTpoeHHas cucteMa aHTUBUPYCHOTO CKAHUPOBaHUS Tpaduka;

1.13. BerpoenHass cucrema 3allMThl  OT Yrpo3  O€30MacHOCTU
uH(pOpMaIMK, HAMTPaBJIECHHBIX HAa 0TKa3 B o0cmyxuBanuu (anti-DoS/DDoS);

1.14. BcTpoeHHOE TOKAIBHOE XPaHUIUIIE I JIOTOB HE MEHEE YEM Ha
500GB (HDD/ SSD) st 2-x anmapaTHBIX CIIEIUATU3UPOBAHHBIX YCTPOKNCTB;

1.15. Ilonnepxka oTnpaBku J0roB Ha Syslog cepsep;

1.16. BO3MOXHOCTh MHTETPpALMA C YCTPOMCTBOM LEHTPATIU30BAHHOTO
yOpaBJI€HUS  yCTPOMCTBAMHU: €IMHAs KOHCOJb  YIpaBJCHUS  BCEMU
MEKCETEBbIMU AKpaHaMu, KOMMYTaTOpamH, OecrpoBOIHOM
UHOPACTPYKTYpOH M KOHEUHBIMU Toukamu. JlomonHuTenbHas uHbOpMaIus
IPENIO0CTABIIACTCS MOCIE 3aKIOYEHUS COTJIAIEHUs 0 KOH(DUIEHIIMAIbHOCTH;

1.17. Cpok JjelcTBUS TOANUCKU (JUIEH3WHA) HA YKa3aHHBIM BbIIIE
GbyHKIIMOHAT — HE MeHee | ToJ1a co JTHS aKTUBAIlUU MOJITUCKY;

1.18. Texnuueckas nmojaepKka mpou3BoauTeaeM (support contract) — He
MeHee | roga co JIHsSI aKTUBAILIUM MOJIIMKUCKH;

1.19. B cocTaB MOAMMCKH JOJKHA BXOJAUTH (PYHKIMS KOHBEpPTAIUU
KoH(puryparmonHoro ¢aina co craporo oOopynaoBaHus. JlomogHUTEIbHAS
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uHoOpMaIlMsd TPENOCTABISACTCA TOCIe 3aKIIOYCHHs]  COTJIAICHUS O
KOH(PUJIECHIIMAITHHOCTH;

1.20. OcmoTp, AMArHOCTHMKA HEMOJAJ0K/HEUCTIPABHOCTA WM PEMOHT
(B cllyyae HEBO3MOXKHOCTH WJIM JKOHOMHMYECKOM Helenecoo0pa3HoCTU
pEMOHTa  3aMEHA HAa aHAJIOTMYHOE)  O0OpyJOBaHUs,  IPOU3BOAUMBIC
[IponsBoauTeneM 3a CBOM CUET IPU HACTYIUICHUM FApaHTUMHOIO CIydas,
JOJKHA OCYIIECTBIIATHCS B TEUEHHM HE MEHEE 4eM 5 JIET CO AHSA MOCTaBKHU
000py10BaHHUS;

1.21. TlocraBnsiemoe 000py/1I0BaHUE JTOXKHO UMETh pa3pelieHus: u/uiu
ceptudukarsl coOTBETCTBUA ONepaTUBHO-aHAIUTUYECKOTO IIEHTpa MpH
[Ipesunente PecnyOnuku benapych, HeoOXxoaumble jisi TPUMEHEHUS B
nH(OPMAIMOHHBIX CHUCTEMaX, OTHECEHHBIX K Kiaccam 3-¢ur., 3-fou., 3 mcm.



